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1. INTRODUCTION

The Microsoft 365 Inventory collects data about users, groups, and licenses. In this document we describe the
necessary steps to map information of your Microsoft 365 environment in Docusnap.
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2. PREPARING MICROSOFT AZURE

The following chapters describe how to prepare the Microsoft Azure environment for inventorying Microsoft

365. Alternatively, a PowerShell script can be used for setup (this script can be downloaded from our

website), as described in Chapter 3.

Before you begin, make sure that your used Azure user is authorized as a Global Administrator.

2.1 CREATING THE NEW AZURE APPLICATION

The Microsoft 365 Inventory requires mandatory a registered application, that is authorized to read and

access the Microsoft 365 information. In this chapter, we describe how to create this application.

For example, the application is called CUSTOMER_MS_365. The name is freely selectable.

APP REGISTRATION

Create / register the app as follows:
¢ Select the Azure Active Directory in the resource overview or the search.
¢ In the Manage area, select App registrations.

e Click on the menu item New registration

~ - App regustrations

Create a resource . - App registrations

# Home . o X N i

+ New registration Endpoints 3¢ Troubleshooting feedback?
¥ pashboard
Welcome to the new and improved App registrations (now Generally Available). See what's new
AN services ® Overview 5 ferr :
*  FAVORITES W Getting started - 5 chang App registrations (Legacy)?
B AN resources Manage
Nel Resource groups b Users Owned applications

B rpps s Groups

¥ Function App ¥ Organizational relationships APPLICATION [CLIENT) 1D

&F azure Cosmos DB

B8 virtual machines

B storage accounts
Virtual networks

& Azure Active Directory

W security Center

7 cost Management + Billing

L

& Help + support ll company branding

¢ subscriptions 3 User settings
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REGISTER THE APPLICATION

The following information is required to register the application:

¢ Name: Enter the application name CUSTOMER_MS_365.

¢ Supported account types: Here you can select who can use the application - select Accounts in this

organizational directory only

Create a resource
# Home
B pashboard
All services
*  FAVORITES
5 Al resources

5# Resource groups

8 App services

= 501 databases

&F pzure Cosmos DB

I8 virtual machines

# Load batancers

B storage accounts
Virtual networks.

. Azure Active Directony

® Monitor

B Advisor

W security Center

© cost Management + Billing

ﬁ Help + support

Register an application

Register an application

Name

The user-facing display name for this application (this can be changed later).

Supported account types
Who can use this apgp
Accounts in thi i . - Single tenant)
(Any Azure AD directory - Multitenant)

hoay Ay Azure AD directory - Multitenant) and personal

Redirect URI (optional)

We'll return the authenticati ponse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for mc: thentication scenarios.

Web
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DETERMINE APPLICATION AND DIRECTORY ID

After the creation is completed, the overview dialog of the application is displayed. Now note / copy the
application and directory ID.

Delete Endpoints

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)?
w» Overvi

&4 Quickstart

on (client) ID : 02c58600-
Manage

: 4d0fe9aa-
B Branding
Authentication
Certificates & secrets
API permissions
Expose an API
% Owners

Roles and administrators (Previ...

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

! Manifest

Support + Troubleshooting

X Troubleshooting

a New support request
Sign in users in 5 minutes

NET NET i0S NET

Core

Use our SDKs to sign in users and call APIs in a few steps
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CREATE A CLIENT SECRET

Now create a client secret. In the Manage area, select the item
e Certificates & secrets
¢ New client secret
e Enter a Description and
e the validity of the secret

Note: The key can only be viewed directly after creation. If the key is lost or becomes invalid, it must be
recreated.

Docusnap Office 365 - Certificates & secrets

? N . - Certificates & secrets

Add a client secret

#» Overview E
nption

i Quickstart Office 365 Key

Manage
B Branding
Authentication
¥ Certificates & secrets
AP| permissions
@ Expose an AP
& Owners Client secrets
% Roles and administrators (Previ... A secret stning that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Bl Manifest

Support + Troubleshooting
K Troubleshooting No dlient secrets have been created for this application.

p  New support request
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AUTHORIZING THE APPLICATION — API PERMISSIONS

Now the application must be authorized for the Windows Azure Service Management API.

¢ In the Manage pane, select APl Permissions

¢ Add a permission

¢ Microsoft Graph

Manage

= trandng
Authentication
Certificates & secrets
AP permissions

@ Dxpose an AP

& Owners

% Roles and administrators (Previ

W Mandest

Support + Troublevhooting
X Troubleshocting

& New suppoet request

cusnap Office 365 - A pen

" - APl permissions

API permissions

Applcations are authorized 1o Gall APfs when they are granted perms
all the permissions the appication needs.

by users/admins as

Delegated  Sign in and read user profile

These are the permissions that this appication requests statically. You may ako request uses o

able permissions dynamically through code.

Grant consent

AS 30 adminstrator, you can Grant consent on behalf of all users in this directory. Graning adm
users will nOt be shown a consent screen when using the application.

Request API permissions

Select an API

Commanh used

Microsoft Graph

Take advartage of the tremendous amount of data in Offce
Security, and Windows 10. Access Anure AD, Excel,Intune, Ot

mterpene Mobilty +
achange, OneDrive,

OneNote. SharePount, Planner, and more theough 8 ungle endpomt

Arre DevOps

Ietegrate with Azure DevOps and Aure
DevOps server

Dymasmics 365 Business Central

Programenate sccess 1o

functionabty in Dymamecs 365 Buuiness

Choose Application permissions as the type of permission to be granted.

Asnre Rights Management
S Services
Al valated uner 1o read sd wete

protected content

Flow Service

Ermbed flow templates and mansge fiows,

e and manage motes, lts, prctures
fles, and more in OreNote notebooks

0 -y g
@i ¢

Arure Service Mansgement
Progeammatx access 1o much of the
unctonality svadsbie theough the Anure
poctal

Intune.

Programemate access 10 aune data

Use the keyword Directory to find the Directory.Read.All permission and add this permission.

» Overview

“ Quickstart

Manage

= erandng
Authenbcaton
Certifcates & secrets
AP permissices
Expone 30 AP

i Owners

Roles and adminktrators (Previ

W Mandest

Support + Troubleuhooting

X Troubleshooting

& New support request

snap Office 365 - AP pemessions

- APl permissions

A\ Permissions have changed. Users andl/or admem wil have 0 consent even  they have already dc

Request API permissions

Microsoft Graph

hetps//graphumicn

What type of permissions does your apphcation require?

API permissions

Apphcatio
ol the per

asthorized to call APts when they are granted permissions by users/admins a5
™ the apphcation needs.

Diclergatent per e
Your appicatbon needh 1o sccess the

Sedect permissions

Delegated  Sign in and read user profile

messacers that thes appicabon feque
5 dyramacaty teough code

cally. You may a0 equest Ui o

Grant consent

As an administrator,
users will not be

1 Can grant consent on behalf of all users in this directory. Granting adm
oW 3 Consent screen whin Using the appication.

Dwectory Sead At

R

Applcation pesmiaion.

Your application rus ax & background service or daemon without &

ugred o wer
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Now you must give your consent for the previously set permissions. To do this, select the control Grant

admin consent for "Your subscription".

APi permissions

"~ - APl permissions
A\ Permissions have changed. Users and/or admins will have to consent even if they have already done 5o previously.

Overview oie
i API permissions

da

Qualckstart Apphications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should indude
all the permissions the application needs.
Manage

= Branding
ADMIN CONSENT REQUIRED
Authentication
Certificates & secrets
AP1 permissions Application Read directory data A Not granted for Docusn_,
Expose an API Delegated  Sign in and read user profile @ Granted for Docusnap S_

RORES These are the permissions that this application requests statically. You may also request user consent-

Roles and administrators (Previ.. able permissions dynamically through code.
B Manifest

Support + Troubleshooting Grant consent

> Troubleshooting As an administrator, you can grant consent on behalf of all users in this directory. Granting admin consent for all users means that end
users will not be shown a consent screen when using the application.

% New support request
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